Active.Directory.Utility: Exposed Methods

Summary of the API methods listed in Swagger. Generated from the project source, November 2026.

49 methods are exposed in Swagger. Use the Full Swagger Reference for every input field and schema.

Conventions

¢ Base URL: your API host, for example htt ps: // api . cor p. exanpl e. com HTTPS is required.

* Authentication: send your API key in the X- Api - Key header on every call. / api / Heal t hCheck does not need it
unless the administrator turned that on.

e Input and output: JSON. Query-string parameter names are not case-sensitive.
* Required parameters are marked Yes in the Required column; the API returns HTTP 400 when one is missing

or empty.

* Response envelope: every method answers with { "Success": true|false, "Data": ..., "Error":
nul I | "message" }. Dat a holds the method-specific result. / api / Heal t hCheck returns its report directly (see
Schemas).

e LDAP_Path: LDAP: / / OU=User s, DC=cor p, DC=exanpl e, DC=comor just the distinguished name. Any host part is
ignored; the server always comes from configuration.

¢ UserName: a SAMAccountName or a UserPrincipalName.

200 Success
400 Missing or invalid input, or the AD command failed
401 Missing or invalid X- Api - Key
404 The user, group, OU or object was not found
503 The PowerShell remoting (WinRM) endpoint could not be reached
504 The request exceeded the server time limit
500 Unexpected server error
Health
GET / api / Heal t hCheck Health check. Checks PowerShell on the web server, WinRM and LDAPS connectivity,

and an Active Directory PowerShell session on the target server.
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Users

Method URL What it does

POST [ api / Creat eUser Create a user. Creates a user in the OU given by LDAP_Path.
AccountPassword is required and is never logged.

DELETE [ api / Del et eUser Delete a user. Permanently deletes the user.

PUT [ api / Enabl eUser Account Enable a user account. Enables the account.

PUT [ api / Di sabl eUser Account Disable a user account. Disables the account.

PUT /api / Unl ockUser Account Unlock a user account. Unlocks an account that is locked out.

GET [ api / Get User sl nQU Get users in an OU. Lists users directly inside the OU (one level).

GET [ api/Li st Of Users List users. Lists users under LDAP_Path whose name contains the
search text, or all with *.

GET / api / Sear ch4User Search for users. Finds users where the chosen attribute (SearchVIA)
contains the search text.

GET [ api / Get User Account St at us Get a user's account status. Returns enabled, locked-out, password
and expiration details.

GET [api/ Get User Attribute Get one user attribute. Returns the value of a single LDAP attribute.

GET /api/ Get User Attri butes Get all user attributes. Returns all attributes of the user (password
hashes are never returned).

PUT [ api / Updat eUser At tri but es Update user attributes. Sets attributes from the JSON body. A null or
empty value clears the attribute. Password attributes are blocked.

GET [ api / Get User Pri nci pal Nane Get a user's UserPrincipalName. Looks up the UPN for a
sAMAccountName.

GET / api / Get User SAMAccount Name Get a user's SAMAccountName. Looks up the sAMAccountName for a
UserPrincipalName.

GET / api / Get DaysUnt i | User Passwor dExpi r  Days until password expires. Returns the number of days before the

es password expires, or null if it never expires.
GET [ api / Account St at uses Find accounts by status. Finds users that are locked out, disabled,

inactive, expiring, expired, etc. Statuses can be combined.

PUT / api / Set Account Expi rati on Set or clear account expiration. Sets or clears the expiration date on
all users matching Filter. Use Preview=true first.

Passwords and authentication

POST [ api / Aut henti cat eUser Authenticate a user. Validates a user name and password. Failed attempts
count toward account lockout.

PUT [ api / ChangeUser Passwor d Change a user's password. Changes the password; the current password is
required.
PUT / api / Reset User Passwor d Reset a user's password. Sets a new password without needing the current one.
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Groups

Method URL What it does

POST / api / Creat eG oup Create a group. Creates a group. GroupScope: DomainLocal, Global or Universal.
GroupType: Security or Distribution.

DELETE / api / Del et eG oup Delete a group. Permanently deletes the group.

GET / api / Get Gr oups| nOU Get groups in an OU. Lists groups directly inside the OU (one level).

GET [ api / Li st OF G oups List groups. Lists groups under LDAP_Path whose name contains the search text, or
all with *.

GET / api / Sear ch4Gr oup Search for groups. Finds groups whose name, sAMAccountName or display name

contains the search text.

Group membership (role-based security)

Method URL What it does

PUT / api / AddUser ToG oup Add a user to a group. Makes the user a member of the group.

DELETE / api / RenoveUser Fr onar oup Remove a user from a group. Removes the user from the group.

GET /api/lsUser| nG oup Is auser in a group. Checks direct membership only (not nested groups or
primary group).

GET / api / Get User G oups Get a user's groups. Lists the groups the user is a member of.

GET / api / Get User sl nGr oup Get users in a group. Lists the users that are direct members of a group.

PUT / api / AddG oupToG oup Add a group to a group. Makes ChildGroupName a member of
ParentGroupName.

DELETE / api / RemoveG oupFr onr oup Remove a group from a group. Removes ChildGroupName from
ParentGroupName.

GET /api /1 sG oupl nG oup Is agroup in a group. Checks direct membership only (not nested groups).

GET / api / Get G oups| nGroup Get groups in a group. Lists the groups that are direct members of a group.

Organizational units

Method URL What it does

POST [ api / CreateQU Create an OU. Creates an organizational unit under LDAP_Path (or under Path, if
supplied).

GET [ api / Get QUsl nQU Get OUs in an OU. Lists OUs directly inside the OU (one level).

GET [ api / Li st Of QUs List OUs. Lists OUs under LDAP_Path whose name contains the search text, or all with

*

Objects

Method URL What it does

GET [ api / Doesbj ect Exi st's Does an object exist. Checks whether any object matches the name exactly
(sAMAccountName, cn, name or UPN).

GET [ api/ Get Obj ect Attri butes Get all attributes of an object. Returns all attributes of the object(s) matching
the name.
GET [ api / Sear ch4oj ect Search for objects. Finds users, OUs, groups and/or computers whose hame

contains the search text.
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Fine-grained password policies

Method URL

POST / api / Cr eat eFi neGr ai nedPasswor dPol i cy
PUT / api / Updat eFi neG ai nedPasswor dPol i cy

DELETE / api / Del et eFi neGr ai nedPasswor dPol i cy

GET / api / Get Fi neGr ai nedPasswor dPol i cy
GET / api / Get Fi neGr ai nedPasswor dPol i cyEX
POST / api / Appl yFi neGr ai nedPasswor dPol i cy

DELETE / api / RenoveFi neG ai nedPasswor dPol i cy
From

GET / api / Get User Fi neGr ai nedPasswor dPol i ¢
y
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What it does

Create a fine-grained password policy. Creates a policy
(Precedence is required). TimeSpans use d.hh:mm:ss.

Update a fine-grained password policy. Changes only the settings
supplied in the body.

Delete a fine-grained password policy. Permanently deletes the
policy.
Get a fine-grained password policy. Returns the policy by name.

Get a fine-grained password policy (extended). Returns the policy
by distinguished name, plus the users/groups it applies to.

Apply afine-grained password policy. Applies the policy to a
security group.

Remove a fine-grained password policy. Removes the policy from a
user or group.

Get a user's password policy. Returns the policy that effectively
applies to the user.
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